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To avoid important data loss when computer gets infected with computer -
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virus, please backup important data periodically to the backup folder P
mentioned below or external device.
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Uranium backup software is installed on the computer issued by Information *
and Communication Technology Office. ‘
- P ERIFEAILR \\pcdatabk\backupfolder
The Backup Folder is located at \\pcdatabk\backupfolder \
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The default backup data for each staff is 50 GB

Getting Started
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Please open the backup software by clicking “Uranium” icon on Windows

task bar, Sl A AEED
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After opened, you can see the Default Backup Settings, Backup Data, Alerts Tech nology Office
and Logs,
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You can also do some modification on Backup Settings,
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For more details, please visit the category of “PC Data Backup”
in ICTO Knowledge Base. .
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In order to increase users’ awareness regarding IT security and data backup,
Information and Communication Technology Office prepared following tips:
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Virus and malicious software attacks are increasing in recent years. They
may delete your data and even prohibit you from using some software or
data in the computer. Mobile phone is one kind of computer. Therefore, it
is important to install appropriate and effective anti-virus and anti-malware
software.
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UM provides a home license and Android anti-virus license for students and
staff. User can apply for a set of License Username and License Password via
ICTO website.

http://icto.umac.mo/information-security/anti-virus/
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Over 90% of targeted attacks start with email. Criminals create very convincing
emails to trick you into clicking on a link, opening an attachment, or replying
with your credentials. The attack methods criminals employ with phishing
emails are constantly changing and so when you receive suspicious emails
from stranger with an attachment, please DO NOT OPEN and DO NOT RESPOND
casually.
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To avoid user account being attacked, ICTO strongly recommends you to
change your password periodically.
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The password should contain at least 8 characters,
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Use upper and lower-case letter, number and special character e.g. “! $ %,
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Use meaningless password. Avoid using meaningful password such as
your birthday, ID number, or name, etc.
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