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Phishing









Phishing in other media



Phishing in Email



Phishing Apps On Mobile

(Graphic: quick heal)



Even More



Most Costly Attack Types for Financial-Services Firms
(US 2017) 

(Graphic: Business Wire)



Phishing Trend (World)



How to prevent phishing?

• Check the email sender address when receiving email

• Check that the website’s address seems to be genuine by looking for 
subtle misspellings, extra words, characters or numbers or a 
completely different name from that you would expect the business 
to have.

• Do not click any suspicious hyperlink

• Confirm and verify the web-site/email/message/etc. identification 
and authenticity

• Using Secure browser for online financial-services access



Mobile Security



Mobile hacking 



To improve mobile security

• Beware the phishing attack

• Check the access right before installing or updating app, do not 
accept or install if the function access is not reasonable, such as: PDF 
viewer tool require full access of contact list, phone access, location 
access, etc.

• Do not install app from unknown source

• Avoid to open suspicious files

• Avoid to access non-safe WiFi connection



Security With Password



A password is a word or string of 
characters used for user authentication 
to prove identity or access approval to 
gain access to a resource

(Source: Wikipedia)

What is password



2018’s worst passwords

1. 123456

2. Password

3. 123456789

4. 12345678

5. 12345

6. 111111

7. 1234567

8. sunshine

9. qwerty

10. iloveyou

11. princess

12. admin

13. welcome

14. 666666

15. abc123

16. football

17. 123123

18. monkey

19. 654321

20. !@#$%^&amp;*

21. charlie

22. aa123456w

23. donald

24. password1

25. qwerty123

(Source: Time)



“Passwords will always be the single 
biggest failure point of any network 
or login.

Simple password cracking 
procedures will take data that’s been 
hacked and leaked, match it against 
a known word and bingo they now 
have your password”

(Source: Interview with Mark James, 
ESET IT security specialist)

Risk of weak Password



How to enhance security on password?

• Do not use the simple password combination, such as: P@ss0rd, 
98765432, etc.

• Don’t use part of your login name or your personal data(e.g.: Phone 
number, birthday, etc.) in your password

• Using different password on difference devices/web-site/login/etc.

• Change password regularly



How to enhance security on password?

• Do not rely on password managing application or physical memo-note 
to save all password

• When entering your password, be aware of your surroundings

• Enhance password security with “Two Factor Authentication” if 
possible



How to enhance security on password?

• Do not rely on password managing application or physical memo-note 
to save all password

• When entering your password, be aware of your surroundings

• Enhance password security with “Two Factor Authentication” if 
possible



What is Two Factor Authentication (2FA)

• The most advance and secure 
solution for password security

• A solution to prevent single 
password compromises

• Preventing password hacking 
such as brute-force, dictionary 
or rainbow table attacks



Examples of 2FA



IoT



What is it?





Views on the Internet of Things?

Industrial 
Automation

Smart 
Health

Smart 
Home

Smart 
City



Views on the Internet of Things?

Late 1970’s

X10
by Pico Electronics



IoT Failures



• Original iPhone, 29 June 2007 (USA)

• Oct/Nov 2009 “Dutch hack”

• Only jailbroken phones

• Abused default SSH password

• Changed device wallpaper

• Asked for €5 “ransom”
Credit: http://arstechnica.com/apple/2009/11/dutch-hacker-holds-jailbroken-iphones-hostage-for-5/

Smart phones



• First Android phone, 22 Oct 2008 (USA)

• Aug 2010 Android/FakePlayer.A

• Fake media player app

• From Russian porn sites

• Sent premium-rate SMSes

Smart phones



Smart watches







Smart TVs





Smart forks



Smart toys







Smart medical devices





Recent Hacks

https://www.safegadget.com/139/hacked-internet-things-database



Recent Hacks: iKettles



Recent Hacks: Ring door bell



Recent Hacks: IP Camera



Recent Hacks
Insert link to video in windows

https://www.safegadget.com/139/hacked-internet-things-database/





Recent Hacks: E Skateboard





Future of IoT: The Real Danger?

Revenue opportunity for 
Mobile Networks 
Operators in 2020

$1.2 
Trillion

2011 

6Billion
Mobile Connected 
Devices

2011 

9Billion
Total Connected 
Devices

2020 

24Billion
Total Connected 
Devices

2020 

12Billion
Mobile Connected 
Devices

Automotive

$202 Billion

Revenue opportunity for connected devices in vertical sectors

Health

$69 Billion
Consumer electronics

$445 Billion
Utilities

$36 Billion



Upcoming Technologies

The Internet has changed life concerning

56%

In 2015 
Connected lightning 
to the internet

In 2015 
Connected thermostats 
to the internet

59%

Positive attitude towards 
Internet of Things

24% 11%
25%

shopping
22%

news consumption
38%

social life
59%

Banking / administration

Use of devices that are connected to the internet

20% - 2011

43% - 2013

smartphone

8% - 2011

44% - 2013

tablet

40% - 2013

30% - 2015

laptop

37% - 2013

43% - 2015

desktop

18% - 2011

44% - 2013

TV

Future of IoT: The Real Danger?



Future of IoT: The Real Danger?

2003
2010

2015

By the 2020 there 
will be 50 billion.

During 2008, the number of things connected to the 
Internet exceeded the number of people on earth.



At Home At SMB At 
Enterprises

Defenses against IoT threats



Alliance for Internet of Things 
Innovation 

https://aioti.eu/

https://aioti.eu/


Trends 2018: Critical infrastructure 
attacks on the rise



Defenses



Defenses

• Disconnect the network connection if the device is not using

• Avoid to connect the device on the unsafe network, such as public 
WiFi without password

• Set a strong password for accessing your WiFi network

• Change your WiFi password regularly

• Keep the device drivers/program up to date



Thank you


