
 
申請雙重認證服務 

Apply Two-Factor Authentication Application  (2FA) 

1 

下載 Duo Mobile 手機應用程式 

Download the “Duo Mobile” app for your mobile device 
 

  

2 
登錄至 ICTO Account Information Page  

Login ICTO Account Information Page  

Website: https://account.icto.um.edu.mo/ 

3 
選擇「申請雙重認證(2FA)」。閱讀條款並選擇「我同意上述用戶條款」。按「申請」註冊服務。 

Choose “Apply Two-Factor Authentication”.  

Read the terms and select “I agree to the above user agreement”, click “APPLY” to start application. 

 

  

4 
畫面會自動跳轉到 UM Duo Security 設置頁面。按

「Next」閱讀 DUO 資訊。 

You will be redirected to the UM Duo Security setup 

page. Click “Next” and read information. 

 

5  

按下「Duo Mobile」開始設置雙重認證。 

Click “Duo Mobile” to start your 2FA activation.

 

6 
2FA 不需要記錄您的電話號碼。請選擇「I have a 

tablet」。 

Your phone number for 2FA is not required.  

Please choose “I have a tablet”.  

 

https://account.icto.um.edu.mo/


 

7 
如果您已下載 Duo Mobile 手機應用程式 , 按

「Next」, 然後打開 Duo Mobile 應用程式, 在

應用程式內掃描屏幕上的二維碼。 

If the Duo Mobile APP is downloaded, click 

“Next”, Open the APP and scan the QR through 

the APP. 

 

 

8 
當成功掃描二維碼並儲存在裝置後 , 畫面會提醒

您已成功設置 Duo Mobile。 

It will remind you that the Duo Mobile was 

added after scanned QR code and saved in 

device.  

 

 

 

9 
選擇「Log in with Duo」, 行動裝置會彈出訊

息詢問並驗證您的身份。 

選擇「Yes, this is my device」或「No, other 

people use this device」選項核實裝置。 

Choose “Log in with Duo” then a notification 

message will pop up and ask for your identity in 

the registered device. 

Choose “Yes, this is my device” or “No, other 

people use this device” verify device.  

 

  

10 
畫面顯示「You are now protected by 2FA when you 

outside campus for the integrated services.」已受雙重

認證保護。 

You can see the picture below “You are now protected by 

2FA when you outside campus for the integrated services.” 
 

 

 
 


