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Apply Two-Factor Authentication Application (2FA)

T&i Duo Mobile FH#ERRER Androi

Download the “Duo Mobile” app for your mobile device

Z#ZE ICTO Account Information Page

Login ICTO Account Information Page
Website: https://account.icto.um.edu.mo/

SCAN ME
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Choose “Apply Two-Factor Authentication”.
Read the terms and select “l agree to the above user agreement”, click “APPLY" to start application.

You may apply to use 2FA by logging in using UMPASS in campus.

| agree to the above user agreement

APPLY

EHEEEBEZ] UM Duo Security :REEH ° 1% 2T "Duo Mobile., FMARELSERE -
rNext , Bl DUO & - Click “Duo Mobile” to start your 2FA activation.

You will be redirected to the UM Duo Security setup
page. Click “Next” and read information.

¥ Select an option

You'll use this to log in with Duo. You can add
another option later.
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A c Duo Mobile Recommended
o Get a notification or code on your device

Welcome to

Duo

Security

Let's set up an account to protect your identity.

Next
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Your phone number for 2FAis not required. Youl nave the opton t g I with DUO Moble
Please choose “l have atablet”. Countrysode_ Phone number

= W%iﬁ% Not Required

€ Back

Enter your phone number

Example: "201-555-5555"

| have a tablet



https://account.icto.um.edu.mo/

MPMRE T Duo Mobile FHERRER , %
"Next. , #4%3$TF Duo Mobile FEFREX, &

EREXARFHEES LRI M -

If the Duo Mobile APP is downloaded, click
“Next”, Open the APP and scan the QR through
the APP.

< Back

Download Duo Mobile

On your mobile device, download the app from

the App Store or Google Play.

< Back

Scan this code in Duo Mobile

In the app, select Use QR code to scan

Get an activation link instead
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It will remind you that the Duo Mobile was

added after scanned QR code and savedin
device.

@ Added Duo Mobile

You can now use Duo Mobile to log in using a
push notification sent to your mobile device.

Continue

Setup completed!

You're ready to log in with Duo.

Log in with Duo
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#E1E "Yes, this is my devices 3 "No, other

people use this device ; EEZERE -

Choose “Login with Duo” then a notification
message will pop up and ask for your identity in
the registered device.

Choose “Yes, thisis my device” or “No, other
people use this device” verify device.

Setup completed!

You're ready to log in with Duo.

Log in with Duo

Is this your device?

If you're the only person who uses this device,
Duo will remember it for future logins.

Yes, this is my device

No, other people use this device

ZMHR "You are now protected by 2FA when you

outside campus for the integrated services., EZ &5
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You can see the picture below “You are now protected by
2FA when you outside campus for the integrated services.”

You are now protected by 2FA when you outside campus for the integrated services.

Please visit

for more details about UM Two-Factor Authentication service.

Success!

Logging you in..




