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Phishing 
and

Social Engineering



What is Social Engineering?

- A manipulation technique that exploits 

human psychology to gain confidential 

information

- It targets the human factor by leveraging 

emotions like trust, fear, or urgency.



How to Spot Engineering

- Unexpected Requests: Be wary of unsolicited 

requests for sensitive information or unusual 

actions.

- Urgency or Pressure: Watch out for 

situations that demand an immediate 

response orask you to bypasssecurity

measures.



How to Spot Engineering

- Suspicious Communication: Look for 

messages from unknown sources, unusual 

email addresses, or those with grammar 

errors.

- Trust Your Instincts: If something feels off or 

too good to be true, it likely is.



Case Studies

By Email:



Case Studies

By SMS:



Case Studies



What is Phishing?

- A specific type of social engineering attack 

designed to deceive individuals into providing 

sensitive information.

- Common forms include email phishing, SMS 

phishing (smishing), and voice phishing 

(vishing). 



Example of Phishing

Phishing email Phishing SMS



Example of Phishing



How to Preventing Phishing?

Be skeptical of unsolicited messages that request personal information.

Verify the sender’s identity through official channels instead of clicking links.

Check URLs by hovering over links to see their actual destination. , and ensure that 
websites are secure (look for HTTPS) before entering sensitive information. 

Enable two-factor authentication (2FA) for added security



Password Security

and Management



What Makes a Strong Password?

- A secret string of characters used to authenticate a user’s identity.

- Its effectiveness depends on its complexity and uniqueness.

- A Strong password should combine uppercase and lowercase 
letters, numbers, and special characters.



Risk of using Weak Passwords

• Increase the risk of hacking and 
unauthorized access.

• Make identity theft more likely.

• Reusing passwords across multiple accounts 
creates major vulnerabilities.

• Using weak passwords may lead to legal and 
compliance issues.



2025’s worst passwords
Rank Password Time to crake it

1 123456 < 1 Second

2 password < 1 Second

3 123456789 < 1 Second

4 qwerty <1 Second

5 abc123 < 1 Second

6 111111 < 1 Second

7 12345678 < 1 Second

8 letmein < 1 Second

9 admin <1 Second

10 welcome < 1 Second
Source: NordPass



Characteristics of Weak Passwords
• Based on personal information: Passwords that include your name, pet's name, birthdate, or a 

family member's name are easy to guess. For example, "john1985" is a weak password.

• Short length: Passwords that are fewer than 8-12 characters long are easier for hackers to 
crack using automated tools.

• Use of common words: Dictionary words, common phrases, or the name of a fictional 
character are predictable. Examples include "password," "qwerty," or "superman.“

• Simple patterns: Using simple number or keyboard patterns like "12345678" or "asdfghjkl" 
makes a password very easy to guess.

• Reused passwords: Using the same password across multiple websites or services is a major 

security risk. If one account is compromised, all of your accounts are vulnerable.



How To manage Password?

- Password Managers: Use tools to securely 

store, generate, and manage your passwords. 

They create strong, random passwords for each 

account.



Passkey – Beyond Password

- Passkeys: This is a technology that goes 

beyond passwords, using secure 

cryptographic authentication that is resistant 

to phishing. 



- Multi-Factor Authentication (MFA): Always enable 

MFA as an essential extra layer of security. It 

requires additional verification, like a one-time 

code or biometric scan.



Mobile Devices

and Security



The story of smart devices

Smartphones began in the late 1990s with 

devices like BlackBerry and Palm Treo, offering 

basic internet and email features. 

The 2007 launch of the iPhone revolutionized 

the market with its touchscreen interface and 

app ecosystem, leading to widespread 

innovation and transforming how we 

communicate and access information.



The trends of smart device
One of the study from 2025 shown that the 

Global smartphone shipments by vendor.

In this report, we may found the grow of the 

mobile device:

Samsung: Expected to remain a leading vendor 

with a significant market share.

Apple: Anticipated to maintain strong sales, 

particularly in premium segments.

Xiaomi: Expected to grow, capturing a larger 

share in emerging markets.

Source: https://www.counterpointresearch.com/insight/global-smartphone-market-q2-2025



What is the threat on the 
smart device?

- Smart devices face risks like malware, 

phishing attacks, and unauthorized access.

- Attackers can exploit vulnerabilities to steal 

sensitive personal data like contacts, photos, 

and financial information.

- Public Wi-Fi networks are risky because they 

can be easily intercepted by hackers



How Can I Prevent The 
Threats On Smart Devices

- Device Security: Use strong passwords and 

enable biometric authentication (fingerprint 

or face ID).

- Regular Updates: Keep your operating 

system and apps updated to patch security 

vulnerabilities



- Network Security: Avoid using public 

Wi-Fi for sensitive transactions and 

consider using a VPN. 

- Also avoid to access suspicious WIFI 

connection, for example, a WIFI 

connection without password 

protection.



- Check the privacy requirement before 

installing or updating an app.  If the privacy 

requirement is non-reasonable, for 

example, a PDF viewer tool requiring full 

access to the contact list, phone access, 

location access, Etc.

- Only install apps from official stores and 

check privacy permissions before installing.



Internet of Things (IoT)

Security



IoT Security. 
What is the Internet of Things (IoT)? 

- A network of interconnected devices, from smart 

home appliances to industrial sensors, that 

exchange data over the internet.

- Unlike mobile phones, many IoT devices operate 

autonomously without direct user intervention.

.



How to Protect IoT Devices

- Change default passwords to strong, unique ones.

- Enable two-factor authentication (2FA) where available.

- Regularly update the device firmware to patch vulnerabilities.

- Disable unnecessary features to reduce potential attack 

surfaces.



Cloud Service
and 

Security



What are the Risks?

- Cloud services pose risks such as data breaches, 

unauthorized access, and potential loss of control over 

your information.



What are the Risks?

- Vulnerabilities in shared environments can 

lead to data exposure.



How To Improve Cloud Security?

- Implement strong authentication, such as 

Multi-Factor Authentication (MFA). 

- Encrypt data both when it is stored and when 

it is being transmitted.

- Regularly update and patch systems to 

prevent vulnerabilities. 

- Conduct frequent security audits and 

employee training. 



Security Impact of

Artificial intelligence (AI)



What is Artificial intelligence (AI)?

- The simulation of human intelligence in 

machines, allowing them to perform tasks like 

learning, reasoning, and problem-solving.



What is 
Artificial intelligence?

- Today, AI powers a wide range of tasks, from 

chatbots and virtual assistants to complex 

data analysis.



How AI Impacts Security

- Positive: AI enhances security by improving 

threat detection, automating responses, 

and analyzing data for anomalies.

- Negative: It also introduces risks, such as 

sophisticated AI-driven cyberattacks.



How to Handle AI-Related Risks

- keep your devices updated with the latest software and 

security patches. 

- Use strong, unique passwords and enable two-factor 

authentication.

- Be cautious about the data you share with AI 

applications and regularly review your privacy settings.



The Most Popular AI Applications In 2025 
First Half

1. ChatGPT by OpenAI (US)

2. Quark by Alibaba (China)

3. Doubao by ByteDance (China)

4. DeepSeek by DeepSeek (China)

5. Nova by HubX (Turkey)

https://backlinko.com/most-popular-ai-apps



Want to know more?




