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In an era of rapid technological change, our mission remains clear: to empower

teaching, learning, research, and administration through secure, reliable, and forward-

looking ICT solutions.

This year, we launched new e-services, expanded AI capabilities, delivered critical

infrastructure upgrades and enhanced cybersecurity. Key initiatives included the

introduction of new services in UM App, new self-services and payment services for

students, new verification system for offer of admission, new digital expense claims

system, new recruitment system and new laboratory chemical control system. These

directly support our operational goals and improve efficiency across campus. In

teaching, we introduced AI-powered text generation tool within UMMoodle.

Additionally, we deployed small-scale, locally hosted distilled models of DeepSeek and

Gemma to support on-campus AI experimentation. We also completed the final

phase of our wired and wireless network modernization, upgrading facility network

speed from 100 Mbps to 1 Gbps and adopting WiFi-7 technology to provide every

student hostel room with a dedicated access point. To support the connectivity with

Hengqin Transitional Research and Education Site, we implemented an International

Private Leased Circuit (IPLC) and International Internet access. In terms of

cybersecurity, we deployed DDoS protection service and enhanced network access

control lists (ACLs). Last but not least, we upgraded over 600 desktop and notebook

computers for staff.

None of this would have been possible without the collaboration of university

members. Your feedback and engagement continue to guide our priorities and

inspire our progress. I extend my sincere appreciation to all who have contributed to

our progress this year.
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UM App
This year, the UM App has expanded to include 37 services designed to support

both the academic needs and daily convenience of UM users. To date, the app has

been installed over 31,000 times, reflecting an increase of approximately 17,000

new users within the past year.

• Application for Official 

Documents

• Course Add/Drop, Pre-

enrolment

• Course Exemption/Waiver

• Withdrawal from Minor 

and HC Programmes

• Personal Class Schedule

Academic Services

• Campus Card Replacement

• Locker Rentals

• Student Job Vacancies

Student Life Services

• Banner Notifications

• Dining Hall Menus

• eMap

• Jabber integration with 

Phonebook

• Shortcut for QR Access 

• Suggestion Scheme

General Services

• College English Test

• Testing Out of Language Courses

Language Proficiency Services

The following new services have been

introduced:
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Self-service functions have been introduced on SIWEB

and SIAPP to streamline student and administrative

workflows. These include applications for withdrawal

from minor/HC programmes, course exemption/waiver,

and testing out of language courses. Administrators can

now process applications digitally, reducing paperwork

and email communication. The services are also

accessible via the UM App, allowing students to

manage academic matters conveniently on the go.

Payment Services

These includes applications for official documents, the College English Test (CET),

and admission exam result rechecks. Processes are streamlined, and Official

Document and CET applications are also available in the UM App for convenient mobile

access.

Self-Services
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A redesigned e-Payroll Slip system has been launched, providing full-time staff with

convenient access to their payroll information. The system features an adaptive

interface, ensuring seamless accessibility across desktops, laptops, and mobile

devices via web browsers or the UM App. Its intuitive layout allows quick and easy

access to payroll slips with a single click.

This system helps to safeguard

against fraudulent offer

letters and ensure the integrity

of the admissions process.

I N F O R M A T I O N  M A N A G E M E N T  S E R V I C E S '  H I G H L I G H T S

New Verification System 
for Offer of Admission
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New Recruitment System

The redesigned Recruitment

System features a responsive

interface optimized for both

desktop and mobile devices,

ensuring a seamless experience

across all platforms.

Key improvements include user-

friendly enhancements such as

step-by-step application

guidance to simplify navigation

through each stage, an

application management list for

tracking draft and submitted

applications, and improved

accessibility options to support

users with diverse needs.

These updates aim to improve efficiency, enhance user experience, and deliver a

seamless and inclusive application process.
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Phase 1 of the Digital Expense Claims system streamlines the entire process from

submission to approval, supporting invoices, official trip expenses, and student

stipends. The system offers real-time tracking and automated notifications to

enhance efficiency.

Phase 2 is currently underway, with plans to expand functionalities based on

feedback gathered during the initial phase. This approach aims to deliver greater

efficiency, accuracy, and user satisfaction in managing expense claims across all

departments.
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This new system replaces the existing fragmented process of forms and spreadsheets

with an automated, integrated platform for managing chemical storage. It

streamlines the review and endorsement of chemical and International Maritime

Dangerous Goods purchase requests across all faculties and laboratories.
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New Laboratory 
Chemical Control System

The system consolidates Principal Investigator authorization, Faculty Administrator

assessment, and final endorsement by HSEO into a cohesive workflow. With centralized

data management of dangerous goods, it enhances efficiency through advanced

features such as chemical pattern recognition, automated detection of substances

exceeding legal limits, and declaration reminders. These capabilities collectively

strengthen compliance with Macau SAR Government regulations, improving overall

safety and regulatory standards.
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Enhancements

Student Information Systems

Programme & Course Management: Updated report templates, added PILOs/AILOs for

GE programmes and courses, and intake management for PG programmes.

Postgraduate Progress Reports: Implemented notifications for students with five or

more “Scale 5” grades.

Course Withdrawal: Revised logic for course pairing and confirmation.

Principal’s Recommended Admission (PRA): Streamlined interview arrangement.

Panel for Admission System (PAS): Optimized user interface for application processing.

Student Feedback Questionnaire (SFQ): Added GE programme reporting.

Programme Transfer: Enhanced grade, transcript, study plan, and graduation check

handling between FLL and non-FLL programme transfer.

Online Check-out: Added notifications and administrative controls.

EChannel App: Integrated SMS templates to support policy compliance for sending

messages to Chinese Mainland mobile numbers.
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Human Resources Management Systems

HR Management System (HRMS): Digitalized the management of Family Member Card

and implemented automatic family member card expiry notifications and automatic

reporting for SAFP welfare association membership.

Recruitment System: Streamlined reference checks with automated requests and

secure submission links. Improved application list layout and system performance.

Academic Staff Portfolio System (ASPS)

Integrated 5-year FWCI figures into AAR

reports via UM Scholars Page

synchronization.

e-Performance Appraisal System

Digitalized Job-related Goals &

Self-Assessment process for

administrative staff, reducing

paper usage and administrative

workload.

e-Leave System: Expanded delegation roles, integrated new medical institutions

for sick leave certification, and refined leave application validation rules.
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Human Resources Management Systems

GP Administration System

Implemented a new module for creating

yearly calendars and importing Macau

holidays, supporting various administrative

systems.

HR Contract Management System

Upgraded system framework version

and refined cover letter templates.

HR Web Service

Established new APIs to provide

ceased staff information for

streamlined account termination.

Housing/Family Subsidy Declaration

Upgraded the system for on-demand report generation, profile cloning,

and streamlined subsidy record preparation, reducing administration time

HR Data Synchronization with

Assuntos Governamentais (GA / 公務通)

Continued improvements to align with

the API upgrades of GA and support new

job categories.



Financial Information System (FIS): Implemented queue-mode processing for

high-volume Journal Voucher uploads and migrated reports to the centralized

Report Server for improved resource utilization.

Account Payable System (AP): Added logic for professional tax calculations

and enhanced payee information validation rules.

Budgeting System (BGT): Improved data posting to the DSF Finanças

Inteligentes system with automated calculations and manual review options.

Payment Gateway Bridge (PGB): Improved GovPay payment reliability with

proactive transaction verification and implemented direct refund processing

via the GovPay API.

Student Account Module (SAM): Enhanced tuition fee settlement tracking

with cumulative payment and outstanding balance displays, migrated reports

to the centralized Report Server, and updated debit note generation to reflect

new refund policies.
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Financial Information Systems

New enquiry function for tracking of student’s tuition fee settlement status across the entire 
study programme
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Procurement Systems

eProcurement System: Based on internal audit recommendations,

strengthening procurement governance through interface refinements,

centralized templates, expanded notifications, and embedded compliance

prompts. Improved reporting provides timely access to PR data for asset

management. Streamlined supplier registration and management with

enhanced workflow, document control, and compliance monitoring for M8

document exemptions.

Consumable Stock System: To improve stock procurement and

management, refining master data, streamlining purchase orders and stock-

in processes, simplifying delivery and payment term maintenance, and

enhancing reporting capabilities.
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Others Administrative Systems

Sports Facilities Booking System:

Online application and payment for

Sports Facility Cards and Swimming

Passes were implemented, improving

convenience and administrative

efficiency.

Parking Monthly Pass Application

System: Streamlined the payment

processes by supporting counter

payment options via MacauPass and BOC

POS devices, supporting a wider range of

payment methods for all eligible users.

News Release System (NRS): Improved event item retrieval with new

categories for the UM 45th Anniversary webpage.

VIP Guest Database: Refined contact fields and improved search capabilities.

Committee Databases: Implemented batch email notifications for voting

invitations and results.

Event Management System: Added attachment upload functionality and

registration deadline reminders.
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Data Warehouse

Residential College (RC): Enhanced reporting

delivers detailed PGRC and RC

Fellows/Affiliates analysis, supporting data-

driven planning and improved affiliation

matching, with automated, real-time insights

that eliminate manual effort.

Space Utilization: Improved space analysis through

updated void space definitions, delivering a more

accurate view of usable campus areas.

Teaching Resources: Streamlined teaching load

reporting, including RAP support, to ensure accurate

resource allocation and efficient workload management.

IMS Service Request (SR): Integrated quantitative impact metrics into SR analysis, delivering

standardized reports with key measures and trend visualizations to support performance

tracking and informed decision-making.

Data Warehouse Infrastructure: Improved data accuracy and system availability through

enhanced error handling and monitoring, while reducing complexity and maintenance by

decommissioning redundant ETL processes and integrating data dimensions.

Reporting Platform Infrastructure: Maintained a secure, high-performance reporting

environment through regular upgrades, with a 50% increase in memory and CPU capacity to

support scalability and service availability.

Open Data Platform: Continued maintenance of datasets and enhancement of ETL processes,

and APIs for the Macau SAR Government and UM platforms, and successfully migrated the

UM Open Data Platform to Azure API Management to ensure scalability and sustainability.
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GenAI service 

The GenAI service has been launched to provide teachers and students with

convenient AI tools. The service has been upgraded to DeepSeek-R1-32B and now

includes Gemma-3-27B. Users can securely log in using their UMPASS. Hosted

exclusively on UM servers, the platform ensures security and confidentiality.

To strengthen AI capabilities and support teaching and research needs, dedicated

GPU servers have been deployed together with a scalable distributed AI

infrastructure, enabling reliable, high-performance, and future-ready AI services.

Preparation for GenAI System Infrastructure
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New eMap System

The new https://map.um.edu.mo introduces advanced technology, route-search and 

guidance functions and reorganized map data to enhance user experience.

QR code access is currently available at 249 main

entrances and other buildings across UM and has

now been expanded to E6 meeting rooms. UM

staff can unlock doors using either their campus

card or QR code via the UM App, while meeting

organizers may share access with participants and

grant temporary QR access to external guests for

scheduled meetings.
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UMMoodle 
Upgrade

Upgraded to Moodle v4.5 with a more user-friendly

interface and navigation, AI-powered text generation

(exclusive to teachers), and enhanced assignment

submission workflows and reporting to improve

engagement and accessibility.

Improved 
ICTO Computer Room Facilities

ICTO computer rooms have been

upgraded with clearer display

monitors to enhance the teaching and

learning experience, and advanced

ceiling array microphones providing

360° sound reception for hands-free,

seamless instruction
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Upon completion of the second

phase, the service protects

over 1,154 devices and 369.4

TB of data, ensuring reliable

backup, recovery, and

protection for all supported PCs.

The IT infrastructure refresh was

completed with all new servers deployed

and supporting over 400 virtual

machines, delivering improved stability

and performance. We also transitioned

from OpenShift to an open-source

Kubernetes (K8s) platform, enhancing

automation, scalability, and container

management. Integrated with our AI

infrastructure, Kubernetes provides a

robust, future-ready foundation to support

evolving application and AI workloads.
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Joined CARSI

Starting from April 2025, UM staff and students can use their UMPASS

accounts to access domestic and international electronic resources and

databases via CARSI.

CARSI (China Education and Research Network Federation Authentication

and Resource Sharing Infrastructure), launched in 2006 by Peking University

Computing Center and operated by CERNET, provides federated access to

research and educational resources. Built on Shibboleth middleware using

the SAML protocol and as part of the global eduGAIN federation, CARSI

enables standardized access to worldwide academic resources.
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Network Connectivity 
in Hengqin Transitional Research and Education Site

• Deployment of an International Private Leased Circuit (IPLC): A dedicated and

secure point-to-point link was established between the main campus and

Hengqin Transitional Research and Education Site, providing reliable

connectivity to support unified wireless authentication, virtual desktop

infrastructure, high-performance computing, generative AI platforms, research

systems, and administrative applications, thereby significantly enhancing overall

operational efficiency.

• Introduction of compliant international internet access: Secure and compliant

international internet access was made available to staff and faculty, improving

user experience and enabling broader access to global online resources and

services.

In collaboration with the Hengqin

Transitional Research and

Education Site, two connectivity

enhancements were implemented.
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Network Upgrade

The Five-Phase Equipment

Replacement Plan was completed,

upgrading about 2,000 devices. The

final phase replaced over 400 network

devices, increasing speed from 100 Mbps

to 1 Gbps — a tenfold boost. The project

also updated PoE standards and

optimized network architecture to

enhance performance and scalability

Over the past years, more than 9,000 wireless

access points (APs) have been installed, with

each residential college (RC) room equipped

with one AP and staff quarters (SQ) provided

with at least two. The final phase concluded the

replacement of old APs in residential areas,

including the deployment of 3,698 new APs

across various buildings this year.
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To meet the growing demand for ICT

services and users, Internet

bandwidth was increased from 17.0

Gbps to 18.0 Gbps, an increase of

5.9% compared with 2024, following

key principles to optimize usage.

20242023

Internet Bandwidth 13.0 Gbps

2025

17.0 Gbps 18.0 Gbps

Variance

5.9%

Signal reinforcement was completed in 17 halls,

doubling access points in key lecture venues

and achieving post-upgrade speeds of up to 404

Mbps download and 357 Mbps upload. In

addition, outdoor wireless coverage was

expanded to 45%, covering 14 outdoor locations,

focusing on the northern area, N6 Square, and

Library Plaza, were enhanced through the

deployment of eight new OAPs and upgrades to

existing units, increasing backbone connectivity

from 100 Mbps to 1 Gbps.
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Data Center 
Cooling Upgrade

Replacement of aging cooling

infrastructure at the Primary

Data Center in E4, with existing

units beyond their 10-year

lifecycle.

Following Zoom’s service discontinuation, ICTO swiftly deployed alternatives to

maintain online teaching and meetings. Microsoft Teams and VooV Meeting

(Tencent Meeting) were officially launched for all staff and students to further

enhance communication.
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Deployment & Computer Upgrade

Following the end of security updates for

Windows 10, the rollout of Windows 11 was

initiated, offering a modern design,

improved performance, enhanced

security, and additional features for users. In

addition, a mass upgrade of computers was

carried out for academic and administrative

staff, with over 600 desktop and notebook

computers successfully upgraded.
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Besides, there were 314 borrowing requests of computing equipment including 
notebooks, handwriting devices, video conferencing cameras, webcams, etc. The helpdesk 

also provides setup and support for large events using these equipment.

Desktop Computer
755

Notebook
625

Monitor
343

IP Phone
292

Printer &  Multi Functions Copier

99

In 2025, ICTO has provided various types of ICT facilities to staff members and faculties as new 
requests, replacement or upgrade.
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Resolved 
Within Service Target

99%

Service Calls
12,599

ICTO Help Desk received a total of 12,599 support service

calls in 2025 and 4 % of the calls were received during ICTO

extended support hours. Among the service calls, 99%

were resolved within the service target.

10,988

99.22%

12,599

99%

14.66%

0.22%

Support Calls By 
Reported Channels

Calls Statistics 2024

Service Calls

Resolved Within Service Target

2025 Variance

Top 5 Categories of Service Calls

Most of the service calls were reported 
through Email and Phone.

The most common service calls were
Account  and Access.
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9 briefing sessions were arranged mainly covering academic facilities, administrative

systems, standard software and information security with over 230 participants.

• Briefing on Update of GenAI Service (2 sessions)

• Briefing on Microsoft Teams

• Briefing on VooV/Tencent Meeting

• Briefing on Web Conferencing Service

• Briefing on Windows 11 “Meet Windows 11 – Discover the Latest Features and Tips”

• Training of Event Registration System (EVM) and Event Management System (EMS)

• Training of Identity and Access Management (ACM) System

• IT Security Seminar

A new 60-second video clip has been

created to help users quickly learn about

the main services provided by ICTO.
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At the start of the new academic year, a Service

Counter was set up at the Learning Commons,

along with a Department Booth at the Student

Fair, to promote ICT services, facilities, and

information security awareness.

• 2 issues of ICTO Newsletter were published

in 2025 to provide update and information

about ICTO services.

• A dedicated webpage Quick Guide for New

UM Members is available online.

• Total of 28 ICT tips with topics were

published, such as IT security and alerts,

general usage of facilities and services, using

IT services outside campus, etc.
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An IT Corner has been set up outside the ICTO Help Desk (E5-2085), offering an

interactive, comfortable, and modern technological space designed to

enhance user experience and promote IT services.
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The security incidents was decreased by 24.72% in 2025 compared to 2024.

However, it dropped by 17.65% if reports of spam and phishing email were

excluded. Moreover, Secure Email Gateways have stopped 117 million (89.49%) of

incoming emails, which were detected as malicious email.

There are 45 security alerts issued

by Cybersecurity Incidents Alert and

Response Center (CARIC) in 2025.

Various Pentest were

conducted against 9 internet-

facing applications that are

essential within UM. This test

aim to identify vulnerabilities

and potential weaknesses.

It was implemented to address escalating DDoS threats and ensure compliance

with CARIC recommendations, using real-time traffic monitoring and cleansing to

prevent network congestion and strengthen proactive defenses
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Enhanced Patch Management & Compliance

Patch management was strengthened by aligning internal

practices with regulatory requirements and implementing

a structured framework for timely and compliant updates.

Advanced Compliance with Macau Cyber Security Law

Internal processes were reviewed to align with the Macau Cyber Security Law,

key improvement areas were identified, and a structured roadmap was

established to enhance guidelines, system evaluations, and overall compliance

readiness for 2026.

Security Posture Enhancement through SecurityScorecard

It was successfully implemented and operationalized to enable systematic

monitoring and continuous improvement of the organization’s security

posture. Initial issues were resolved, establishing a stable foundation for

ongoing security enhancements.

Enhanced Facility Network (FN) Security 

Access Control Lists (ACLs) were deployed across key FN systems 

to strengthen security without disrupting operational traffic.



Communication

In support of the development of the new ICZ campus, visits were conducted to

universities and technology institutions across the Greater Bay Area. These

included the IT departments of regional universities such as Sun Yat-sen University,

the Hong Kong University of Science and Technology (Guangzhou), the Chinese

University of Hong Kong, Shenzhen, and Beijing Normal University–Hong Kong Baptist

University. Visits were also made to other organisations, including the Hong Kong

Internet eXchange, Zhuhai UM Science & Technology Research Institute.
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Staff members were arranged to participate in a wide range of professional IT events

to strengthen technical expertise and industry awareness. These included the China

Higher Education Digitalization Conference, Supercomputing Asia Conference,

APSARA Conference, the 60th Asia-Pacific Advanced Network (APAN), Huawei

Network Summit, and Tencent Global Digital Ecosystem Summit. In addition,

participation was extended to the regional and international academic community

through involvement in the 2025 ASC Student Supercomputer Challenge Finals held

in Qinghai, where staff served as assessment panel members
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ICTO continues to be a member of the below organizations, as well as an

operator of eduroam for Macao region.

CHEIA

Regular meetings were arranged with three

user groups from different categories,

including the Information and Education

Technology Committee (IETC), the Student

User Focus Group (SUFG), and the Academic

IT Support Advisory Group (AITSAG).

Courtesy visit were also arranged to

different Vice Rector offices to

provide updates about the current

status of ICT services and the outline

of ICT development for ICZ campus.

Communication



The mean score of overall satisfaction rose from 7.63 to 8.14 out of 10 (↑0.51) with

the score of all 5 user categories increased, while 91.50% responses rate a

satisfactory score (6 to 10). However, 83.74% (↑6.80%) of respondents agree that

ICTO overall service is improving.
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The mean score of 12 listed ICT services increased while UM App is newly added.

All mean scores are above 5.2 (out of 7). Among the ICT services, 12 of them are

rated with satisfaction score (5 to 7) by over 75% responses, and 5 of which are

even over 83% responses.
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Improvement Needs

A total of 893 respondents expressed the improvement needs, which is 79 less

than 972 of last year. Network services was ranked the first and selected by

468 respondents, UM App and Office IT equipment were ranked the second

and the third with 202 and 113 respondents selected respectively.
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Reference: https://icto.um.edu.mo/about-icto/performance-indicators
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Future Plan
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Optimize Electronic Services & Improve Efficiency

Continuously refine e-services across all university units to streamline processes

and reduce administrative burden.

Enhance High-Performance Computing Capacity

Significantly increase computing power of High-Performance Computing Cluster

(HPCC) to meet growing research demands.

Accelerate AI Integration

Accelerate the adoption and application of artificial intelligence to enhance

operational efficiency and improve user experience.

Propose Hengqin Campus ICT Service Plan

Study and propose the Information and Communication Technology (ICT) service

plan for the Hengqin campus, ensuring seamless infrastructure, connectivity, and

service delivery to support the new campus’s operations.

Support Macao SAR E-Government Policies

Actively align with and support the e-government initiatives of the Macao Special

Administrative Region Government.

We will continue to identify and address service gaps while embracing innovation

through new technologies and modern service practices. These efforts will be

closely aligned with University’s strategic development and the construction of the

campus in Hengqin Cooperation Zone. Key areas include:



ICTO BY

2025

No. of administrative information system modules 230

eLearning – UMMoodle 22Storage Usage (TB)

Performance of High Performance Computing Cluster (TFLOPS) 434.16

Raw Capacity of Central Storage (TB) 5,822.0

Internet bandwidth 

Campus Network No. of Network Ports

No. of Optical Fibre Connections to Buildings

18

86,841

643

Wireless LAN % of Indoor Coverage

% of Outdoor Coverage

93%

45%
IT Facilities No. of Desktop Computers

No. of Notebook Computers

2,216

1,077
No. of IP Phone

No. of Printers

No. of Multifunction Copiers

2,727

729

133

12,599

99%

Help Desk Support No. of Support Service Calls

Resolved Rate within the Target Time

2024

No. of UM websites (exclude www.um.edu.mo) 209

No. of Wireless Access Points 10,468

231

19

425.46

4,449.4

17

84,800

627

93%

43%

2,196

1,073

2,638

699

126

10,988

99%

177

9,027
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